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(57)Abstract: 

PROBLEM TO BE SOLVED: To prevent illegal copying of 
data by using an illegal device. 

SOLUTION: A management center 110 generates a 
revocation list that describes a device-ID of a device in 
which information to be kept secret is exposed and 
sends the generated revocation list to a data broadcast 
receiver 130 via, e.g. a satellite 120. When the revocation 
list has been received from the management center 110, 
the data broadcast receiver 1 30 compares the device-ID 
indicated in a received revocation list with a device-ID 
described in the revocation list in a CDT(connected 
device-ID table). In the case a device-ID being 
coincident with the device-ID described in the 
revocation list in the CDT is detected, the device 
connected via a 1394 bus 11 is informed of the device- 
ID. 
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(54) HM4>«»] flt«^ISflU5<fcWMfc. ft^S^X^A. ttUCimHK» 
(57) [9H6] 

*trV* 1 1 Ofrt>Vmr—>ml<'})X h&mm£tl1t 

device_ID£ % CDT (connected device_ID table) 
fe^bTV^5device_ID < ^:$^jtfeU, CDT^lC !J 

^!)^ MC^£HTV^device_IDt£^rr3devic 
e.^T^ftL-fc^ -£<£>device_ID£r. 1394'<* 1 1 
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b & &m b~tZ> ffi&®MJj&* 

^\£^-?7*?7&*Wtt*^b*m&b^*W& 

[ s§*s e i m fe<D&m& v x&m $ tix v * z m. 
ltn^8] etrfay ^ htc«. sway * hSrmsufc 



lit*® 9 1 iwajt«^a^j:a«:*<o»*, sftisy 
e> Kit * s r * sr^ta £-re t§*^ e (c B«^tt^«y® 

UT IBlti" 5 12^ x y zf b . 
*rv?b. 

vyb*ffi^z^bz&mb^ztt&&m£&o 
isxmmrrzmm^Ty^b. 
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y 7 k &m -T 5 > tr ol - * ^ ci ^ ^ A £ itfft -T -5 w £ 
[f8*3£ 15] m 0^f^^@75^ 3 offif^ 

m®&\£ lt*s< ^^mm^^m^m 3 ora** 

tsmm i cotf n&mmmnm&mv&mz z vmmzfr 

im&m i6] mi <o^n^mmm:7b^m 3 <nmmtk 
m&jmzm^x^ 

&®mc uxfe < ^^^iisgM ^ thitimm 3 <omn 

mmtt&xTyzfiz£zit&&m£tt&L>x. mmm3 
im&m 17] mi (o^n^mmmjbmm 3 <d& 



yzfk. 

2 <nmn&mmmc&&i-zm&*T y ^t, 

fexry^k. 

mum 1 ^it^s^^^ia^xxy^tcj: 9 
tstuzmmv * hz&m+z&m^Tyy'k. 
ffi^m*?" yzfizxQ&mztitLmmv * Mc^$ft 

mmtt&* t y y\c x z itmsmcMfo tr , ^^3 
(nffinxmrnmcft^itT-* ^Bm^&m^ y-7 

[0001] 
[0002] 

1394^^1^6) tez<D&&&&fr\,xftmzmm 

10 0 0 3] 0 ^cDi^^if^av^^Acofl? 

^•f-^o ^CO^Ji^V^-Cfi. 1394^* 1 lSr^UTDVD 
(Digital Video Disk) Yl. y^u^^tT 

^-^2. ^ * $£fg 3 , ^-^ife^m^ii 

4, *r~*5, tuWb 6 i>mmz.W8t £ ft 

[0 0 0 4] gjl 0»i, rcDF^CODVD^U— ^ 1 , 

1394-T^7ai— ^ (I/F) 2 6^U, 1394 
^^1 H:it$nT^5, CPU 2 Itt. R0M2 2^B® 

$ftTv^5^u^7A^c^or^ffico^^L^S:l|^TU. ra 
H2 3it CPU 2 i&&m<nf^*nft^z±\z*>\,^x& 

xvm&zti. =*-—F\^£>9mfttsrit-k$, -t<o»^ 
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dvd (t^;*^) Sr^ibu ^-i^^^Kt^if- 

^^rfS^-f £ £ 5tC/££*t-t^<5o EEPROM (electrical 
ly erasable programmable ROM) 2 7 ^©O®^^" 

[0 0 0 5] XMSS&J X*»WStt* CPU 3 IftSft 
— ^ 1 fc:fctt5CPU2 l7bmft&s<X 2 8 £!^£&£>$6fE 
7^^3 511, EqHttojtaift^^^fcKilpU 

[ooo6l y-^/va^tra— 9 2r±, 1394-fv* 
^4 9$r^uri394^^ 1 nc^#E$Ht:^s 0 

CPU4 R0M4 2^1t^tbTV^^ni/7^^^o 

T^S^^^rHfi^ao RAM 4 3\zn. CPU 4 

3fc£***i»B«S*t3. Affl^^V^^3,-^4 4fi. 
^r— K4 5 b^r*>*4 6&&U£tlX&*) ^ Jzfrh 
^bA^^tvfcft^CPU4 ncW/jT5J:5lc/i$H 

ri^o WBA-f^7x- *4 4tCtt, K 

(HDD) 4 7«$iit*5^ CPU 4 112. *r 

£5<fc9tC#£*T,-CV^ 0 4 1C 

IM-fc. tI^-K4 8$rStMU «Kft«IB«rM- 
m-*-£a ? ^£££?l-#£*^ N So EEPROM 5 0 ic 

«fc 9k:#£*VCV^ 0 PCI (Peripheral Compone 

ntlnterconnectk X2—J}/lsS*^tj:¥\C£. *)ffifjfc£i%Z> 

[0 0 0 7] #*5, r<D^/<^5 1«U If^^j-L 

A$rffr£UT, CPU 4 11-^^^ J JV-ribZ-t-?. ^ 

[0 0 0 8] rixIC^br. DVDT/U-^l^ftBS^ 

>f^^^j|3^^3yVa-7Xl/^ (C 

E) ^@tC:JoV>-a*, rt^^ 2 8-*»rtS*A«;* 3 8 l*. 

[0 0 0 9] JeXjKO^^v-^^A^joV^ Wx.\Z. 

DVD^W— DVD (-7^*^) t^Wft-hi 
TztkmT—?&. 1394/^1 l*^U-C«^K»cg26 

[0 0 10] C£>£#. BfcigT*— 3: 



*^I§-C1394^xi l£;fr UTAH'S *jEfc=. 

"TtWfctffcSo *rCX. i£ft<H9<z>^@ (EAT. 
&$S@fcy — 7s (source) £fH-*) tefcSH-*^— * 

»tfl:Lr^u Sft«D<oSB (EAT, 

(sink) £**-*-*) f±, *n«rti«r«V>r 

[0011] jeJLT^ y—^ti/^? t<Dm-ef?t>frZ> 
mWQM\^^xmm-fz>o r (Digits fi, ®i 

^£51-, y — LTO, #|x.fi£DVD:/U — ^Tl<DR 
0M2 2^^tt^fLTV^^y^ F^xr^^AO 

{^^rf/<—y^/l-^>tf^- — ^ 2<DR0M4 2JC^lg$H 
T*39. CPU4 l^^-T^y^ h!^x7yo^7A(0 

iottt(07^ty^-i;t6 2 £tf)f^ic:fcv>T 
[0012] 13 1 2ii, y— * (dvd^u— ir 1) 

fc)H6g&SE^^MI^UTV^ 0 DVDZ/l'— V 1 C0EEPR0 
M2 7t£kfc. tTx^r— (service_key) £B§3& (has 
h) aH^lBlt^Jvtl^,, 

7 s — 9 mm?*—*) C0^fffl|#^f>, *<ODVD^W— 
tl©^ ^l£**JLbtltih<OX-$>*) , Iftt* EE 

PROM 2 7 r ^jg5««iC^ UT*5 < t> ^Xfc ^ 0 

[0013] mmk%&mkrirzft®L 

fetC-^XL^net>^-Cfc9. C1<D1394^ 1 iXfil^^ 
n-5^^^-^^*5V>T. &m<Di>WhZ>o hashgllfe 
ri> ttlc^A^^U-C. 64^h^Jj:12 8e 

(=hash (x) ) ***.bti&LkZ* x^:tii 
ffiUXfc 1 ?. **o x hash (x 1) =hash (x 2) bte5 

nit. *2<Dm&&&z*zthmmtf£Z>m§k'z$> 

* 0 lJifahashm&(ORm#)t£h<Ot UX> MDS-^SHA 
# ^^e>n-CV^So 1 ^fSlhashiifClCOV^T^. 

Bruce Schneier^O TApplied Cryptography (Second Ed 
ition),Wileyj (C^U < MWtZfrX^Zo 
[0 0 14] — Zfr, i/>-^^UT<O01|^^<~y^V^ 

@W^OTJ#^" (device_ID : £JLT> xiH, IDkV&Ui- 
S) t7-ftm- (license_key) EEPROM 5 0 

mbTy htO^ — # (ID || service_key) lC5?tU"C. has 

fiJ^xtX^^n^o licence_key=hash(ID ]| s 
ervicejcey) 

[0 0 15] lDb ^dx.m394/^ 1 1 co&teK: 
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^*^*LTl v 5node_unique_ID£/fl V^fc r t Z> 0 
r COnode_unique_IDIi x 012tC^^"j:5^, 
(6 4 If y h) T?*|£$*K &&<D3s<-( H± v IEEET- 

a-— if lcffiffci-*#3£@ic*t LTtt^-r * r: £ j&s-c£ 5 

klc&J(ft#^£ ftoTV N 5node_unique_ID(Dfa-^i^£^ 
^tt. ^ErLT. ^:<DTffi5/<-r M-ov^T 1 ^K: H@<D 
#^$T^J»5^T^<t9lCi-ao fi£oT. rcOnode_uniqu 
e_IDfi, ^-^HC^f)f, l^MStOt^ 

[0 0 16] Jf x XTiy^S Hciol^T. DVD^W- 
tlO7r-A^xr20lt 1394>T >^7x- ^ 2 6 

SrWSPU 1394^^1 1 fctfrLT^—y^/i^:/^— 

-c % coiD^^^m-rso 1394^ >-*y 

U4 i i-ai^i-ao cpu4i©7^ty^-r^-i;t6 2 

PROMS 0 ld|2tS$tl/TV^$ID<Sr^^-tll U> £*X,$rl394-f 
y^7x-^4 9^UT1394^^ 1 1 a^DVD^U™ 

[0017] DVD^U— irHc^V^Ttt. ^f^S4 
X\ 1 394-f y^7x-726 y -^,1. ^ ^ ^ — ^ 

2^e>^^ttrcID$:^^liat. ^OID|iCPU2 IX 

[0 0 18] 77- ^!>x72 01*, ^fy7*S5l^ 

v^, /<-yt^3ye a— ^2*^C5aiS:^rtfciD 

EEPR0M2 7tCiatt$ixXV>6-9— tr^^r— $r^b 
"C\ ^ (ID || service_key) £r3u&U 

x, ik££j&-r* 0 

lk = hash (ID || servicejsey) 

[0 0 1 9] &IC X ^y^S 6tC:J^X. 7r*-A>> 
^7 2 011 Pt^lsk^^-rSo r<D*£*HlsklS. ir 
7^3 >3r— £ LXDVD^V— VI t^-Vty^yf 
^u— * 2^H^H(ii*5V^*iS^fiJffi$nao 

[0 0 2 0] Jfcfcl, y:/S 7{C^oU>r. 7r-A>> 

x7 2 0ll Xxy^S 5X3u£bfc^lk£S^ UXJB 

tlCj;!), Pf^{^-^ (Pff^fkli) e£r#*„ i~ftfc> 
^Sr^-r^o ft*5* Erie (A, B) r±> 

Bf-^fritx, ®A£/flv>x, ^-*B£i*-fHbi-£rt 

e =Enc (lk, sk) 



[0021] x^r/T/s sx\ 7r-A^i72 
on, ^r^STtifiULfcBltibT^e^y 

e tf\ DVD^U— V 1 CQ1394^ X 2 6 

a>e>i394/<;* i l ^Lt^- y^/i^^t?^— * 2M 

e^l$tT/5o y*^/^3 VfcTaL — *2fci:fcl^Xf*, X 

T^SS-C, rtDPir^tlT 5 — ^e«rl394>f^7a:— 
*4 9«r#UXgfrr*o 7^t^T^t6 2 
I*, r <D± b |C UXg{f L^&f^Ht^-* e &EEPR0M 5 

o tc«-J§-U m^isk' £to£-f * 0 ft 
*>\ ::-c, Dec (a, b) r*, ^iifiiBf^^-c«iA 

sk* =Dec (license_key, e ) 

[0022] ft*>. r. (D&mmm^jj&c&vzm^rik 

<DT/l>=f}) XAi tt|j: s DE S (Data Encryption St 
andard : ^S^-^^{fc:*fe) #fclC>ftXV^ e 
mt^{b^l-OV>Tt>, Jb5$L*L, Applied Cryptogr 
aphy (Second Edi t ion) \CU U < f&WL £ tiX V ^ 5. 

[0 0 2 3] DVD^U— ^1 |C43^T. ^T^SSt? 
^■t-^^r—lkW:, y-^/Un^tra.— ^ 2COEEPR0M 

5 OtCiai&^i'LTV^ (license_key) Offlt^ 

lk= 1 icense_key 
[0 0 2 4] ^ot, y-t-yl/^^tra. — ^ 2l£*5V> 

*r x x^y^s i o-e^#urt#^^r— sk'tx. wvzfu 

sk' = s k 

[00 2 5] DVD7'^tl (y— x) 

t\ m— <omsk t sk* ^tsc^^-e^^ ^e- 

[0026] 7>fir^^-rt. ±j$Lfc<t9J^ 
T, ^CO^DVD^ U—Y 1 d5BS^|isk^^ V^Ti?^- 

tzm^it \sXs<— v-r ^* is 2 tcfei^ufc# 

£\ yt^^yea- ^ 2^jE^7-f-fe^^— 

dvd^^— y liD^^ttrtfc. ^fL^ttx 

/<— yTvt^^fcToL — ^ 2^jgS^t><OX^V^ 



-5- 



&n-rthtz. ^jE/<^fim*a*«Ec>i*-^sk, sk'* 

(0 0 2 7] {SIC 1 p^yt^^y^a-^ 2 07 

<ox, ^7>ftv^^^^t, (tk^ii^DVD^ 

[0 0 2 8] fa 9, ^jE/*^- 

— m^-it"?—* e £&£^sk£iSg;fr<t ^ott 

;£sk$:. mikXV$^fc\^tcftt§rXX%>Z<DX % BS^TA- 
:*yXAaSi&§il$;ix-CV^$t£\ ^FiE^-lf^ Silk?: 

[0 0 2 9] ^jE^-— -lflc«k 2> :^S<?)^^ 

[0 0 3 0] £fcFi|*J£lfc:* license_keyj&>£>, service 
[0 0 3 1] mi 412. y— * (DVDT'l''— irl) 

[0 0 3 2] ^<D#£\ v^li:tTO/^ytyW3 
V^-^ 2OEEPR0M5 OlCf*. ID^bTIDl^. ^ 
fc. 7^-fer>-^^r— ^ bTlicense^key ld^iatS^nX 

fi, EEPR0M3 7tC IDtUTID2*S % ^-fir^:* 
t LTlicensej£ey2ri*i5lt£ftT^5o 
[0 0 3 3] DVDyu-tl (y— ;*) y**vu= 

y^-^ 2 1) (D^JC*5V^tTt>tt5^T-^ 

XS 1 lM^fyT'S 2 0©*Kltt, Bl 2l£:fctt5 

^T7^S l7iS;*^y:/S 1 OO^airUKWlc^ 
[0 0 3 4] ^^*>. ±»UA:J:5^U"C, DVDXw 
^LTWC ^fyyS2 llC*5Vvt\ DVD:/ 

#§<f$*i,S£, ^7r^^r3 0 (Sis) 

fi, ^TvZfS 2 3-CEEPR0M3 7 KHBtt£*LTV*£ID 
(ID 2) SrMt, rttirl394>f V^yzc— ^3 
e>> 1394^*1 1 £r^LTDVD:/V— f 1 D 

"C, 1394-f y^7x- *2 6^tt, r<OID2$rS«t 



lk 2 =hash (ID 2 0 service_key) 
[0035] £*>IC* 7 / — J\ty 2 0 f£ x ^TV? 

Sr. ^ry/S 2 5-C^J*U*ifilk2^v^"CI«-9-{b 
U Bt^Ctfcf-^ e 2 $r^-ra o e2=Enc (lk 
2, sk) 

[0 0 36] ^rtt, X7y7 p S2 7t, 7r~**~ 
7 2 0H, r^flfW-^ e 2^1394-ry^y^— ^ 
2 6^?> 1394^ ^11^ JMKX? 9 >f * * ^® 3 tC 

can-*. 

[0 0 3 7] ifcaftiaif 5 ^ ^^»ftt3U:*5v^rtt, 

^S2 8t, 1394^V^y^— J* 3 6«r*L-CrOBff* 

UC*#*sk2* «riflrt-S. 
sk2' =Dec (licensejcey 2, e 2) 
[0 0 3 8] £*-htf)<fc /<— yf^aytfa- 

Stskl* , sk2' i«»Ml,fc£*:tCfc*. r*L*><DM 

dvd^u— -v nz&ttzmfmsktm-vmtteo 

[0 0 3 9] ®1 4<D*a.^|py^*5V^TIi. DVD:/ 1— ¥ 
^-yf;^y^a-^2t, ftfl^T^ 

?^LT^£<7>X*fc6^ l^iiffKiOID&^fc-TS 

[0 0 4 0] 0 1 5 0#kSWC:fcV^f*. ^ 

7 7/S4 1T\ y— ^i:UT<7)DVD7'l/-tl^ 

-r^o yt^aye*- * 2 fcftW^-f 

3^:, mftl^fy/S 4 2 irX^y/S 4 3 1\ w 
<0ID&i£H#<0{I^&£tt&*£, Zth^ihT.TVZfS 
4 4 -£tcn*T yZfS4 5 X. EEPR0M5 0 ^fcllEEPROM 
3 7^BS^ttTV^IDl^fcmD2^^mU 
^rDVD^U— ^ 1 \zfc&~tZ) 0 DVDXU— ir Ifi, 
/S46^75/^S47-C, rH^cDIDSr^rn^ix^: 

[0 04 1] DVD^U— ^Tl \C*5^X^ 

4 8 -C, Sc5fe&»6 WFWfclk 1 ^r^-f-^o 
lk 1 =hash (ID 1 0 service^key) 

[0 0 4 2] ££>tC v ^7 5'7 P S4 9l^r, 
^>ffff^ilk2^^$^ e 

lk2=hash (ID 2 J service_key) 
[0 0 4 3] DYD^l—" ¥ 1 ^*5V>Tli. ^b\C^y 
XS5 0-C. Pt^lsk^^$tV, ^fyT'SSlt, 
ttXTF-rXll^ Pt-^isM5. «llkl$r«l^ LTB&-^ 

e 1 =Enc (lk 1 f sk) 



[0 0 4 4] ££>U:, *^v7S 5 2^*5V^T^, &£-J§* 

So 

e 2=Enc (lk 2, sk) 

I0 0 4 5J *7\y^S 5 3l£*5V>TH ID 

1, e 1, ID2, e2^ 4 -t^tu^T^r J: 0 HI 

e =101 !| el || ID 2 || e 2 
10 0 4 6] DVD^W— J ^lld*5V>r«: > ^b^^^y 

loo4 7] ^-y-r/v^^^^— 92. tytm&rjx 

fiiskl 1 , sk2* ri*Sy££;ft,So 

sk 1 * =Dec (license_key 1 1 el) 

sk2* =Dec (license_key2, e2) 

[004 8] 01611 1 OCOS/^^ tfS*t&:tf>lJ— If ^ 
Sr^ttSwt (Ig&^S^Off&o^) ^5<t5 

^nyt'a-^ 2H »(07>ft^^ (license, 
key 1 , licensejtey 2 , licensejtey 3 7^ if) ^rEEPROM 
5 OtC^ltLTV^So V— ^ t LT^ODVD^U— \- 1 
H ^OEEPR0M2 7tC^&<7>U— K**3r— (service.ke 
y 1 , servicejtey 2 , servicejtey 3 <*f) ^rlSfe LT 
v>5 0 ^£>t§£\ DVD^u— 1 H ^ry^S8l-e 
£ U^-yf;V3 ^tT^L— 9 2 f c2t UTIDSr 

8 2~e. Z-frZ^mi-tlkZ, EEPR0M5 OlClBtE^tvT 
V > S^^CO 7 *tr >^ tf> ^ €> . ^ <E>service_IDtCl 

[0049] 01711 Zh\cifo<D®.mM$:&vx^ 

So r<D^^*3V^Tfi. y—*b UTODVD^l^— V 1 
-*r<OEEPR0M2 7^ servicejcey. hashBi^ 

t/^MSL^^§i^pRNG$riatti>rws 0 zftbn. m 

So <t tt<0/^ y^Wn Vlfrr. — * 2(D 

EEPR0M5 Ofctt. *fftt#a>^;L£n*:ID, LK, L 
K\ KffcG, *3<ttm©a^^gimpRNGSr^U-CV^ 

So 

[O 0 5 0] LKH *fHt«^ff*b*:3L=— ^*a» 



So 

LK' =G ~ - 1 (R) 

R =pRNG (H) (+) pRNG (LK) 

H=hash (ID II service_key) 

|005 1]^\G A -1 (~ te-<$m$:M&1-Z>) 
H G<D#gi&£ggfei-3 0 G ~ - 1 H gf^^mSiJS: 

r s K# £f*J^ i- s r £ a*-? # $ 0 

[0 0 5 2] ^fflaSIS^BaiBtW:. /^KDx7 

[0053] DVD^lx— ^ 1 CQ 37 r^!^i72 0 Ji, 

MW^^yys 1 0 UcjoV^r, /^yt/myfa 

— ^ 2(D7^t^-7^t 6 2lC*fLTID$r^fc1- 
So /<-Vt^3yfa-^2(7>7^t^'7^i;t 

6 2f±. *^j/:/S 1 0 2-CID^fcft-J§-£gtt&S«!:. 
EEPR(»l5 0^tt$ixTV>SIDS:^mU ^T^y^S 

1 0 ZX\ rfL^rDVDyu— ^ 1 (C^f^o DVD^Ix— 

ir l^^r— A!)i7 2ori, ^ry7*Si0 4t l ^o 
ID^It^Si:. ^^y^S 1 0 5t?^$:jKlLi-So 
H=hash (ID || service_key) 
[0054] £ A^^T20f±, 
S106-Ctsk^U Xry^S10 7t^g[ 

g-rso 

e =sk (+) pRNG (H) 

[0 0 5 5] A (+) Bfi. Ai:B<D#<feWifeS 

^J^^^S^-TSo 

[0056] i-/£*>^ ^7 V^A^^r-pRNG^^ 
ry7"s l o 5X3kfttcH$:7<Jj'tZ>ZbX'&tbtiK.& 
pRNG (H) ^^y^S 1 0 6-C^L^skC0 

try h&<Dmmto&mft&m&-rzzkx* muzm^ 

<bi"So 

[0 0 5 7] ^(C, *y^yy>S 10 8T, 

[0 0 5 8] AC— y^/U^i^tr^— ^ 2t£:fc5V^H ^ 
^y3/S 1 0 XfyT'SllO-C, 
^Sr^-fSo 

sk' =e (+) G (LK* ) (+) pRNG (LK) 
[0059] -T)fc:b^ DVD^b— Y 1 frhB&Z tlX 
#fce, EEPR<»I5 0^Cl^^t$^^TV^SIi^Gt^ ^>«:|3 
EEPR0U5 o(c^^t^i^-cv^SLK , frffiM bT#f>HSIS 
G (LK*) , &mc. EH'ROMS o^^:^^t$i^rv^sLK , 

^«*)EEPROM5 0^ia^tLr^S^©a^^ 
»pRNGICSfllbr#e>ixSife^:pRNG (LK) O^^SfeS 
fP^r^U. ftsk' $r#S 0 

[0 0 6 0] r^-e, ^ic^i-i 0 \c sk=sW tte 

So 
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sk' =e (+) G (LK') (+) pR 
=sk (+) pRNG (H) (+) 
=sk (+) pRNG (H) (+) 
) pRNG (LK) 
=sk 

[0 0 6 1] roipictt, y— LTCODVD^U 
l^-O^sk, sk' Zbti*XZZ>* LK, LK' £rf£ 

sr^sfts-ctsort, *t»i*^it"c«><5o-c, y-* 

j&s^FjEIC. LK, LK'&fl^Si LT t>fES C £ 
V^Otf, £*)&±&ZM#>Z>Zb&XZZ> 0 
[0 0 6 2] dJiiC^oV^-Ctt. y—Xbis^?\Z&\i*X 

#2\Cte s aft, fti(D7y^-v/ 3 ^0^7 A* 

*«)&t-<5#»&**>5. Hi 2 5 K:* 

^T^U^T">3^6 1 t^-r-ferV^-^^— 2 

t6 2^y-^i/iD, r^yy— y3Vg6 l^vy 

[0 0 6 3] m^. £k±<D2: JfcLT, ^IEdStT*?Jxfc 

ovvcRW+3. 
[0 0 6 4] Hi 8lc^-TJ: DVD^Ix— * l , & 

-t*V^ttl394-f *2 6^fcril394>r V* 

^oi-^3 6-CtTfc»n6o r<0#^ffc^«-^fcW: % "fe 

ffcrttzxo*— i ■ ) r*. m^77-A«)xr2 

0*fcii77-A!>xT3 0^b, 1394-f^^y^— ^ 
2 6^fcttl394>f ls?y=.— *3 6(C^^$tt5 0 *y 

te, Ji»Ufc»li£«c^v^Tfert*Hfcl««»sk (=s 
k*) ©W3£©ify hSoJittfy hiTt^ Mcj: 

yVsy^-Sli, -try S'g vfcM lo(DB^ 



1 (LK) 

R (+) pRNG (LK) 

pRNG (H) (+) pRNG (LK) ( + 



[00651 v^, y— *£ UTODVD^U— -V ld»b 
l?^tti^ UfcWIt^— * £rl394/<* 1 1 t^LT*«« 
7*****183 yt/kn^lfa- *2lCfi&U 

**l^*tlC*5V^Ta*i-St>©fc"f-5« DVD 
^U-tltfcV^tfl, 1394* V*:7*— ^ 2 6lC:*5V^ 

#fffc>H5. *l*f-f^^»3M^ttt, 1394* 
y^7x- *3 6tC*5WC« tr>a^-sW^ 

[0 0 6 6] r*UC*fL*T\ /<-yt^a^a-^2 
-i^tSt^^i' ) $rl394>T^^^^— * 

49 (y^*»5» i-^-r^o ^tx, i394*>-*:7 

- i i *fflV^T«^tf*>*t. *z 

s) <rffiV^X«Wfft>itd. 
[0 0 6 7] r^>J:3i-x 

WRtrfMlLT. rt^<* 5 ltcio 
V^$ti6f-^ (¥^t) ^-Kf^M7* 

[0 0 6 8] 

[0 0 6 9] *36Wir©J:5*tta^*^Tft$ixfc 
&m~ttLXT-*<ofcm&?ft>te^2:?} l cu i?)^ 
[0 0 7 0] 



i <D^mmmmu^<om 2 <ots^tos^@(c^i-s 
[0071] m&^4izmm<Dinnimijm\^ {&<om 
A&tntn 1 (Dmn&w&mvm'i&^&mzn'fz y * 

it^^^i 2 <nitmt!mmm\zvm*t zmm* ^ y -7 

bZffix.Z>zb%¥fWLb~t*o 

tLitm 1 o«««ka^@«>8tt»j#^^SB$ti,fc y * h £ 

*r-r 6 V tf - * ^ u ^ 7 A * * £ i: 5: 4$ft £ 
[0 0 7 3] it^6lClB«Oljmia3ffi«»i, tiXDffi 

[0 0 7 4] §S#Jgi 3 icEftolMM&ffiMfcra:. 
r«B«^!/^i:. 8W6aic«*bX*5<-<#fl|f**s 

stm-rz&mxTv^b* sffx^s^-cgft ztiity 
[0075] m*9[i 4icie*<Dii§ttttflcr±. 



[0076] r*«i 5 ice*©**^^*^ 

3<^1f^ftl3ffi^S^S'J#^-SraSlJ#-^X-~y>ri.^ ur 
[00 7 7] HTM 1 6 fclBfc<Diff«*&3l#fcli. ft 1 

<D&mmmm&. w»afcUT*5<^««*sBa* 

[0 0 7 8] gS*^l 7lC©«0|i§yK«c«, S«at- 
Sl^g^^x^y^icioV^ti^^ixfcy x hSrSfg 

•ragftx^y^^, ^ftx^^^-c^ft^tv^yx h 
^fc. tt:«x^y^c^rt^tt:^^:ic:M^UT. S&3 

[0 0 7 9] M*fll KiEtt^lMMaiB, R«a4 



[oo8o] it e \z.mm<Dt$mim$im. m&m i 
loosi] m^tmi s ici2«oft^s^^A. m 

[0 0 8 2] 

<&«<o«9BlrtU:* #«t-<5»fe©»tB ({it- ff) $rft 

[0083] mm. i icga«<Dif *R*a«&Bwu 
^ntim i ^^s^©^^sij#^^ie$nfc y * 

* mom n#mgiWi<o o as i <£>f#&&s^B 

tf, HiaaHMi i 2) t^xsri^iif 
[0 0 8 4] HIM2Cc^o1MM»SK». fftte 

[oo8 5] m&&6\z&fc<nm&tommwix. m<n® 

*fEtt3« W*-\*. m 1 OEEPR0M1 3 4) t. 



Bi(Dfa-ti3 2) fc. 3tm&mcl:*)&misthlt 
(flfctf. H5^r^S2 0 7) 

sasBKeaH-aeas^a mi ovm^^f 

[0086] tt&ma iz&mtotftntmmmt. 
\ztttoztix^z>m£&m^x x y * h&iEM<Dh<ox 

^S2 0 5) &£t>\£ffix.Z>Zk&&mtTZ> 0 

[0087] it #3* 9 icm®<Dffim®Mm®n. *t«^ 
[0088] iiu, ^ig^^ffl vitmwmis*T 

^jESB©«H8«J#*^8B*$H*:y * h (revocation 1 
ist : y*y— i >]) X $rf^^-r^y^->>3 

^y^ff^^iii^. y#>5r-i y 3 ^y^ hf^^ 

1 1 UciO^fifcy^-^ayy^h^Tyr 
"7*1 13^LTatt$lflSl 1 2i:lcJ:»J^$ 

[0 0 8 9] y > 3 ^y^ hf^*»i i i«> w 

^O^e^>^BfJ#^- (device_ID) ^r^jE^B^d 
evice^IDt UXlfiUfc y * h (^T. 5 > 3 >y 
X h (revocation list) ^^5) ^r^"T5p * 

y^>5r-iX3 yy ^ hf^^i i itt. y^^r-i y 
t*<D«F&mM*:. ^ifcy^-> 3 yy^h 

$ 0 i 2tt, ^<o^-r ^v^-c, y^— > 

ayyxhMSUi i nc^^^^ixfcy^>{r— > 3 
vy ^ r^-M i 3^ur^rr5o 

[0 0 9 0] fity^ i i o^^^ft^ixfcy^^— 
e/3 >-y^ h«:. 0»lx.«iii2O^Lt, te<z>^B 

(V^*<D^ % ^-^jft^ft^Bl 3 0) (C^^tL 
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ioo9i] T-fitkmgimmw. 1 3 0 «u 1394-r >^ 

7m — * 13 8 Sr^UT1394/^ 1 1 lC«*££;txTV» 

60 M 3 2«\ ryft 1 3 l^tr, <£s 

-fe^ 1 10^*11 2 0£^LTi£{f$;h,£JJ#^ 
-^y^ h^giu cpui 3 3i-ffi^i-6<t pic 

^Jtltl^, CPUI 3 3 r±, R0M1 3 6lCl2l&£;h/0> 

Mz.fe^x&m<D&m%:'$mi'. rami 3 7 
ri, cpui 3 3&&m<oto i m&mn'rz>-kizi$^x&& 

* (HDD) 1 3 5t±, t*— ^TfcfcttT'ei^Afc^Ma 
^fef^^i-^rt^-C^Siplc^^ixTVN^, EE 

PR0M1 3 4ft, s^@<oi:^^t>i5ii*t-^^o*>5 
[0092] dvd^u— 1. ^—y^^avtr 

[0 0 9 3] "-C\ 1394^*1 l{£©;#Ei*ft-T>>33- 

(0!lx.fi£* node_unique_ID) d^;t *>ftTV>5 0 
^il© 3 13 0. DVD:/ 

bU^Z) tt x 1394/^1 l«r^UTS5Mcasttdn 

2ISrfTofc*B#<Z)iaa) <Ddevice_ID#ia£ft£!&SiJ# 
^7*7^ — (connected device_ID table : £*T\ CDT£ 

mx-\L T-?m&£m$im.<Dw&, eepromi 3 a 

[0 0 9 4] «-5£5Sff§£@li, ^ttf, 08^#IIT 
V^) &f?9Rftc« *S^g®tf>device_ID£A^U ^rft 
f*> 4«^iWOdevice^ID^?mUfc^ (-*-/,**>*>. 

zm^-rz ittxam * 

[0 0 9 5] *&i£^ffg@l 3 014* 1394^*1 

-f $ ^T&£OE*tHl-£ <h t>x% <5 <fc 9 £ftx 
* 0 r^>f^i/lt — 



94^* 1 1 tcmitt£mm*mn*itt*#»ztiitzb# 

5fcLTt>J;v\ ^Lts f-^lS^ilno 
fi. ^i:ofc^$rg^e#<oCDTlcS^-r6 (Jlffc 

[0 0 9 6] 02it an<Dm&.M*:7F-r®xhz 0 r. 

(0#Jfc:fc^-t, 7K^1 ttMntCttU 1394/** 1 1 & 
:frUT^i&£ftT^S^@<^device_ID£, TjEKBOd 
evice_ID is a 1/ )) * McfE^ftTV^fc device 

_ID) -Cfc^d^^Sr^i-^^^ (revocate^^) £ 
aM&*rt£ft5<fc 5tc:fc£ft-cv^ 0 rofclic^Tfi, 
T K 1 7b^ 3 <Odevice_IDA75Mdevice_JDC 7 

iT/e^device.IDATSMdevice.IDCjC^^i-S^S^x 

[0 0 9 7] T-^^fl^Il 3 0 (*^«flfe«0^ 
&mmW I4> :7^;W^2ftT^5device_ID (i~ 
tet>hs ^E^Sl-tfJfc-f £device_ID) ^ ^:7K 
i^oi&SKffiB^ftSJ;?^ CDT£ry-ht-5<fc5 
Kfc£ftTi^6 0 #1*1*. @3lc^-f-J:p^, TK^ 
6 ^^^^j^^i^TV^^device_IDF^^l£^-5^@^^FE 

^tfffita$ftfc.fc#, ^~*£fc£g{f££@l 3 0tf)CPU 
13 3fi, &4ttT£5l£. TFUXe^teMZtlX 
V^cdevice_IDF£r. T 4 t t h 

tC % 7Kl/^4tTK^5 ^l&jfrt^ftTVNfcdeviceJ 
DEirdevice_IDF^r, til€H7Kl/^5t7K^6 

[0 0 9 8] zfcio. CDTtCtt, n (0U^rf, 1 0 0 
B) (device^ID^^^^) ^rfej^-r^ r t i$-e 

T, #§^®(7)device_ID^rcW:CDTSr«S-r^§S|g© 
(V^(D^, ^^Jfefc^fl^gl 3 0) OCDTiC 
n{@^±Odevice_IDt 7 7^$r^-r^r ti5-C 

[0 0 9 9]Mtf, 1 0 0l@<D^B£*&j&>rt5 

C^tfS-e^scDTajfciK W7K^1M7K^ 

^6«g«C^$ftX*5 9, ^fc, ^<DTKW^1175M 

*k &\f*b<ofahmiz&#i£thx^z>i><Db-rz> 0 mk. 

P^a^e^device^ID^rA^U, rftSr*ffc/^S ^ 
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?8*U T Kl/^l K^l 0 0lcte#j£HX 

V^c^@*loTo4fty_btf* (^tirK^ll 
7&S9 9K#®rr*) 0 *LX. ^iiia*)^7K 

[o l oo] flixtf. rcocDTfc#o^©as % £f 

frfty 2tf^— >3 h&SttHS. ^CO^COdevice 

X. ^njC. y jtf>y— vy * hCDdevice_ID$r. V 
[0 10 1] ££>t-. ^COCDT^. :7^a 5 tt*fl£HX 

i >"3 vy * h<Ddevice_IDXfc£££. CDTCD^ 

B!££V)£>Xft'D fc#¥£Sg*>device_IDXfc * £ # . 
^h,t4CDTlCte*fcLfcV\, 

[0 10 2] ifctc. ^5co^ci— h£r#J$UX, 
ASl 1 114. ^Eg@COdevice_ID£^Ufcy 
ftfll-f-*. ^T7yS2 0 3-C, 3^I$P1 1 214. 0f36 

ux&m-rso 

[0 10 3] ^LT, *r?y7& 2 0 4tC:|ol^X. 7*— 
^KdSSWIfittl 3 0Ofa-tl 3 2f4. fll20 

1 3 lSrrfrLT^m-rSo CPU 1 3 3*4. ^r^S 2 

osicss^x. giuy^->3yy^h^ je^ 

*t«)-C*>-5*«^*r*IiEi-5. y S/ 

a yy * hKttJHJ£;hxv>5^feas. fity^no 

XI4. mm&i/* 1 1 O*»&#fT£*u*:4*0Mi 

[0104] ^f^^s2 0 5m^, y#^— S"a 
^y* M*iEy$#t>cDxt4#v> et-fcfc*>. »*as«Ji 

■fev* l l ocot>cox»4#v*) fcWS;Sii,fc»£\ CPU 
13 3*4. ^^y^S2 0 6^*5V^y3iJ?^— >3^y 

^Ty^s2 0 5m^, y^-> 3 yy^f 

OCOfcOXfc*) £«5£$nfc*§£\ ^7^S20 7 

Kit*, cpu i 3 3 14, y#*— >s yy^ h+ice* 

;hX^ 5^DE^(lCDdevice_ID t . CDT^ <Ddevice_ID £ 
&Jt&1-5 0 CPU13 3J4. ^fy^.S 2 0 8 K*SV^ 



x. arwc y 3K^—>3 ^ hiCfa^t^rv^dev 
ice_lD £ ^SrT -5 device_lDd^#fti- S A* *rf<* 
U ^i-5device_IDJ4CDT^lCfiHeEb^V>^^Lfc 

[0 1 0 5] X7y?S 2 0 8t£45WC. y#$r— S's 
yy^ MC|S$n-CV^-5device_ID^^Srr^device^ID 
^CDT^IC^P&-r5 ^fy^S 2 0 

9 Kit*. CPU1 3 3t4. CDT^(OM^i-^device_IDK 
^7^^-r-5o Wf^C, CP013 3I4« ^7^S 
2 10lC*5l v t\ 1394-T V*Z7ai — ;* 1 3 8&f9fflJL 
X. CDT*co. 7 7^^$ttTV>-5device_IDS:. y 

#>5r— >3 yy * h£ £t>u:. 1394^^1 i^urg§ 

[0 10 6] #3I3«SMH:, **ryZf$ 2 1 11C*51> 

^—?mk^mmw. \ 3 o^y^tfttan^ixfcde 

vice.IDt y#^r— t^a vy^hSrSmU ^77/S 

2 121:1*51 vr. ^fib^y^— > 3 vy^h^jE^ 

^t^SW^JJltio ^T5'7 , S2 12lc^ 

i^x. y 3^^— >3 vy ^ br4jE^^^^>xf4^v^ (-r 
5££ixfcJt£\ ^y^s 2 1 stc&v^c* -tcoytf^r 

[0 10 7] ^T5/7 p S2 12m^ yaWr— S'a 
^S21 4 Kit*. S-i£^fgffil4. SHtbfcy*-5r— 

i/ 3 yy^h UX. ^H^ixc9a>Tc9i*9s&&3E#r 

[0108] E*-b*>Kyilc<i; t) . 1394'** 1 1 lcg$g£ 
ixXv^:£XO^^@ocDT:&*. flty^ 110 
\Z. 4 19 fffiK £4xfc y #-5r— > 3 v 9 ^ h KS*fS LXIEgf 

[ 0 1 0 9 ] SX±$r-^* xfc±X, @ 7 $r#^ b 

x, m&mmmt ux<odvd^u— -^n^u 

X. -K— y^-A^a Vtfa— ^ 2^^>^— *<Dtei£<Z>^ft 
^feofctt-a-o. DYD^u—^lcoftLSSr^^i-^o * 
-T. ^T-^^SaOllC^X DVD^U— ^114. 
— yt/^yf^- ^ 2 ^co^X|gi3E^3S (^x.f4. 13 
8^V>t^) ^UtT-T^o ^^4*9, DVD^l— 
tl 14. x^— y^/^nVt"^.— ^ 2(Ddevice_ID^rA^ 
i-*r£tCfc£ 0 ^^y7 p S3 0 2K*5V>X. /<-yt 
/l-n yfa- ^ 20device_ID^. S^g#dCDT^X^ 
^^ft^$tvXV>6device_IDXfc^^d^j^$ 
iX. /<— y-^/K^^tf^ — * 2£>device_IDd^ CDTtfX 

^ 7 $ nx t ^ h co x$> 6 1 s tv^^. 

^T77'S 3 0 3m^ DVDy*U— ^114. V 

[oiio] ^^yy's 3 0 2ic:fc^x. /<-yt;V3 

^e^L — ^ 2 CDdevice_IDf4. CDT^Xy 7 ^dSfttPStt 
Xt>StcoXJ4^^i:W^$n^:^a'. ^ts/7S3 0 
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4 \Z.m^. DVD^U— Yin, /^yt/UaytTa-^ 

zt<omx. m&zxtm^-fvfc&tmz&n-t 

tfc^X. ^fy/S 3 0 Sleeve. DVD^t — -V 

a» (i-*fc>*>. fci£&S£lutf>T^ofci£@T&*a>) 

[0 111] *"T?ZfS 3 0 5^*5l^T, y^"/P=i 

y"s 3 o 6\zm&. dvd^u— ^m, /^yf/v^y 

tToL— * 20device_ID£(mt£iam-£<> r*U-J: !>> 
T 5 — *ifc&3:{il£Sl 3 0tt, DVDy'U— ^l<DCDT£jfr 
^0*>f * !^TK*fflLfcfc£lC. 1394^X1 ltC*f 

— *2) (ftdevice_ID£A^£Ct^S<D^ fcj* 

1394^^1 ncmigiZfrx\<^&T&$:mmm 
[0112] ^_b<oj:9^bT, &m&mmmn. mm 

ir^* 1 1 0frt>mfc£ti1tV#tr—: is* yM Hc*t 

[0 113] Ms it. I7^ry/s 3 o l ~emr£ 
®WK:*5v^tt, y— * £ ur^DVD^u— v i <deepro 

M2 7l^tt, if— tr^^r— (servicekey) £hash§8ft 
(F, G, H) #^)iet££JVtV>5o — S^^t 
lt^-yt^3y^ a -^2tt, -?TC0device_ID (I 
D) % 7>T*fe^X^~ (license_key) > *5j:tf. hashgi 
ft (G, H) EEPR0M5 0 UC^5o 

X^y^S 1 1 HC*ftvC\ yt^aytfa 
-*2t±. SLftNb«rfe*r<5. ^Ut, ^t^Sl 
12JC*5V^T. 1394-f V^y^— ^4 9^tT, & 
JifcUfcfLftN b <t £ klCg*IE^5fc$rl394^;* ll^L 

[0 114] DTO^U— irltt. ^Ty^S 1 1 3l£*5 

I — -TlH, ^ry^Sll 4lC*5l>T, /^yt^a 
^tToL — ^2^UT-tOdevice_IDSr^i-5 0 
yt/U3yfa-^2(t, ^f^S 1 1 5JCioV>-C. 
device.IDOgsfcSrgffU tWlSfclt, ^ryT* 
S 1 1 6tC:fcSV*T. EEPR0M5 0Kfe^£*XTV>6device 
_ID«rBfcWbU ^fttWD^— wih, 



<E>device_ID$rA^"f £ ^fc*t*«. 

[0 115] DVDyu— ^lfct. X^yy^S 1 1 71C*3 
WC. yt^y^a- ^ 2a>fei£ff£;ft,fcdevice 
_ID£g{f U ^fy^Sl 1 8lc^3V>Tv &5$-t^i- 
J:5K. If- tf**- (Kser) *tt*i-*hash§8ftF 

i"S 0 keyedhashAl (A 2 t A3) fc£, A 2 £ 

fi^TShashglftAUC. A3&®J8-r*C£Sr^l,T 

Kv=keyedhashF (Kser, ID) 
[0 116] DVD^l^— Yltis Xr^S 1 1 
9"C. SLftNa£r£j£U ^fy^snor, stftN 

^ryT'S 1 2 l-C&ftNa*:5« 

J±ZSX*— Klic^rSi^-rahashgiftH^ fSLftN a £ 
SLftNb&afeLfcT*— * (Na||Nb) ^Mfi^^lC 

R=keyedhashH (Klic, Na || Nb) 

[0117] ^tt, y^-/u=»vtr^— *2li, * 

fyy'S 1 2 3KU3V*T« S^brtiT 5 — *R£DVD:/U 

— l icaifrrs. Dvoyu— iril*. ^r^si2 

4-e, ^ — $ R £r§Ha U x 1 2 5l-*5V>T. 

^T^yS 1 1 8T^$tv/c^— ^Kv^fc-TShash 
HftHiSSItT*-* (Na||Nb) «rittSU*r#€>*vfc«[ 

[0 118] 7fy/l 2 5lC:fcVvr. ^#^b</i 
V> < t^^tLfclt^, Sm^nfc^-^Rttfl^l^^ 

-^2«^jE^t>0^^^tt^) o 7ry/ 
l 2 Sic^v^-c. ^#^5^uv^^:^$^^fc^. 
V7§ 12 6 jCii^ DVD^ U— ir 1 «x ^^t^f <t 

^-^KvSrfilfct-ShashilftGtC^T 5 -^ (Na 
II Nb) t) x «^Kab$r^-r^ 0 

Kab=keyedhashG (Kv, Na || Nb) 
[0 119] #*J. ^CO«iKabd:. DVD^I/— ^ 1 
y-)-/is=i yfa^ 2 <o^"C— *$totc:/8v>£> tizmxh 
5 0 #Uxrf, y— uroDVDy^u~ir iJc % y 

^®3^^^i^rV^S^• > DVD^W—Vl 
V ^ >fX^^@3i(Dr^'C^V^^i^S«ii6^ ^bJCglJ^ 

[0120] ^tC % ^ yzTS 127 JC^V^T , DVD"y 

**ibbr. Pt^-fb^-^ (*^-fb«i) x«r^«-t-<s. 

i"fc:b*>, ^ai^tlSo >^*3 % Enc (Bl, B 
2) f*. Bl^tLT, B 2£ffgF^fc-r5^£:£^L 

X=Enc (Kab t Kc) 
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Io i 2 i] -*ri/r. dvd^ix— >rin* x^vzfs l 

* 2lci£m-*-* 0 .x^yr/s l 3 otc*5v>T, ^-yt 
/pay^a- * 2tix dvd:Tu— iria>£i^£ixfc0£ 

^*~Klic£&£^£hashBa£fcGlC. il*^— * (Na|| 

Mb) zmm-rzztkcx*). m£*b&2ifgtrz 0 

K' ab=keyedhashG (Klic, Na || Nb) 
[0 12 2] ^rUTs ^"ry^S 13 1 K*5l^T. 

St/B^Tt 5 — ^X^UT, «&Cc£#* 0 ft*5 % Dec 
(CI, C2) tt. ClSr^LT. 0 2 5:^^5^ 

Kc=Dec (K'ab, X) 

[0123] mi^t*. wtm. t\,x<omw. 

[0 12 4] ^UT, DVD^ U-tl^)77-Al)ir 

U ^ry^s 1 3 3lc*5Vvt\ SL^N'a^— v-T/v 
(O^-f-fev^^—^-^ 6 2li. ^ryysi3 4t\ 
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